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Fortinet Recognized as a Leader in the 2024 Gartner® Magic Quadrant  
for SD-WAN

5x a Leader. 

4x Highest Ability to Execute.

Only Leader to Have Received the 
Highest Placement in the Ability to 
Execute for Four Consecutive Years.

Gartner, Magic Quadrant for SD-WAN, Jonathan Forest, Karen Brown, Nauman Raja, 30 September 2024
GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally, and MAGIC QUADRANT is a registered trademark of Gartner, Inc. and/or its affiliates and are used herein with permission. All rights reserved. Gartner does not endorse any vendor, product or 
service depicted in its research publications and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s Research & Advisory organization and should not be construed as statements of fact. Gartner 
disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose. This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner 
document is available upon request from Fortinet at https://global.fortinet.com/lp-en-ap-2023-sase-mq 
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P1234

Manual

Best Quality

Lowest Cost

Maximize Bandwidth

Enhance user experience and business productivity

Enabling Application Resilient Networks, 
No Matter of Location 

Continuous Learning
Broadest support 5k+ apps

Reliable Accuracy
Including encrypted traffic

Self-healing
Realtime Optimization

Intelligent Steering           
Traffic Agnostic

SaaS

Public Cloud

On-premises Data Center

Broadband

• Secure Local Internet Breakout 
• 5,000+ App Identification and 

custom apps
• First packet steering including 

encrypted traffic

WAN remediation 
[FEC & Packet Dup] 

One management for 
1,000s of sites

App
2

App
1

Secure 
SD-WAN

Dynamic QoS 
parameters adjusted 

1234 Lost packets 
are recovered

Performing Speed 
Test

Multiple steering options

Presenter Notes
Presentation Notes
Applies Performance SLA to a traffic flow or application​
Define which links traffic may be steered to and when.​
Aggregates traffic match, sd-wan interfaces and SLAs to a steering policy​
4 Steering Strategies​

Steering options:
Manual
Best quality
Lowest cost
Maximize Bandwidth (load sharing)

WAN SLA optimizing SaaS: ICMP, HTTP, DNS, TCP Echo, UDP Echo, TWAMP & Passive Application Monitoring.
Passive measurements analyze real-life session information that is gathered from various TCP sessions to determine the jitter, latency, and packet loss.
Using passive WAN health measurement reduces the amount of configuration required and decreases the traffic that is produced by health check monitor probes doing active measurements. Passive WAN health measurement analyzes real-life traffic; active WAN health measurement using a detection server might not reflect the real-life traffic.

How do we communicate routes between hubs, sites and production networks?​
​Most typically this is done with BGP between spokes and hubs.​
​
Typically, EBGP between Hubs and Core Network​
​
Typically, IBGP between Hubs and Spokes (in same region)​
Can be EBGP, OSPF or Static also, unless need ADVPN​

Routing in an SD-WAN solution is used to identify all possible routes across the underlays and overlays, which the FortiGate balances using ECMP.

Once we simplify the architecture, we now need to connect users and applications in the most efficient way and give them the best user experience..
You’ll have all types of applications that are residing in different places..
We do several things here:
Once you define the policy for users and applications then traffic is intelligently steered to its destination including encrypted traffic
We id and classify over 5000 application and we continuously learn new ones.
We provide self-healing. For example, if the link is down we automatically fail-over to other link in sub-second.
We also do something called adaptive FEC and packet duplication to overcome packet loss and latency.
Lastly, high availability FortiGate devices be deployed in active-active at the network edge.
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• Intelligent application/traffic steering 
based on link performance

• Local Internet Breakout

• Site-to-Site Connectivity
• IPsec
• ADVPN

How does Fortinet Define SD-WAN
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• Route by admin defined policy – not 
routing table best match

• Select traffic and manually send to 
desired interface

What is Policy Routing?
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• Monitor health of links

• Detect performance issues – not 
just up/down interfaces

• Latency, Jitter, Packet loss

• Various monitoring methods
• Active/Passive
• Ping/HTTP/TCP

Intelligent PBR with link monitoring – SD-WAN
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• Create Zones
• Overlay/Underlay

• Members can belong to 1 zone

• Members can’t be referenced 
individually in FW policies

• Static routes can be created to zone 
or member for granular control

• Cost – used as SD-WAN tiebreaker

• Priority – used for routing 
preference

• Could also use routing best match 
as tie break

SD-WAN Components: Members and Zones
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• Monitor health of members
• Define destinations to monitor

• Active, passive, prefer passive
• Passive monitors real-time 

traffic but requires CPU 
processing on FW rule

• Set targets for link performance
• Latency, jitter, packet loss

• Optionally combine in MOS

• Define minimum performance 
required for steering traffic

• Assign to all or specific members

• Multiple servers protects against 
server failure

SD-WAN Components: Performance SLA
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SD-WAN Components: Performance SLA
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SD-WAN: Routing
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SD-WAN: Routing
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• Specify criteria for matching traffic

• Source/Destination/User

• Can specify destination applications 
or categories

• Can use Route Tags
• Application required application 

profile on FW rule

• Specify outgoing interface selection

• Optional SLA requirements 

SD-WAN: Rules
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SD-WAN: Rule Strategy
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SD-WAN Caveats: Sessions
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SD-WAN Caveats: Sessions



16© Fortinet Inc. All Rights Reserved.

SD-WAN Caveats: Sessions
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SD-WAN Caveats: Sessions
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Resources

Fortinet Training Academy
 Library: FCSS – SD-WAN 7.4 Architect Self-Paced
  https://training.fortinet.com/course/view.php?id=58092
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