
Securing
SUNY

May 12th, 2020

www.suny.edu

Kevin T Stillman
Director, Network & Cybersecurity Services
SUNY System Administration



www.suny.edu

Within the last 12 months SUNY Campuses alone have reported to SUNY CISO:

• 1 ransomware attack that crippled a campus for several days during registration
• 2 less successful ransomware attacks, but required days by IT staff to remediate
• 1 sextortion attempt
• 5 instances of data breach of more than 100 records
• Dozens of instances of Directed Denial of Service attacks that have crippled 

campus services
• Dozens of targeted Phishing attacks intended to fool the target into taking an action

And these are only the incidents that have been reported…

Security Landscape
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What are they after?

• Money – Higher Ed is a soft target
• Intellectual Property – Especially at research institutions
• State sponsored attacks for political ends China, Russia, Iran (Soleimani death), North Korea conflict

• Identity theft of students, faculty and staff
• Disruption of the institution from disgruntled student, employee, or other

Security Landscape

So what’s a 64 Campus University System to do?
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Create Policies & Procedures… Of course!

2003​ New York State issued its 
Information Security Policy​
SUNY reacted and began 
developing its strategy​

2003​ Information Security Officers 
defined at SUNY System 
Administration and some 
campuses​

2005​ Cyber-incident reporting 
process was established based 
on NYS’s policies​

2005​ System Administration’s ISO 
became SUNY CISO

2007 SUNY Board Procedure 6608 
established baseline Information 
Security program requirements 
for State Operated campus:​

• Information Security controls 
based on CIS 20 
Critical Controls

• Campuses required to 
complete annual SAQ (self-
assessment questionnaire) to 
report compliance status​

2011​ • SAQ was split to include both 
IT Controls and Information 
Security Management

• Information Security 
Management framework 
based on ISO 27001

2015 The SUNY SOC Program was 
established to provide uniform 
cyber-security services to 
participating SUNY campuses

2016​ SUNY Board Policy 6900 expanded 
Procedure 6608’s scope:​

• 6608 was expanded to include 
Community Colleges

• Campuses Presidents officially 
accountable for compliance

• Annual Information Security 
Awareness training requirements 
added​

• Re-affirmed cyber incident 
reporting procedures initially 
stablished in 2005
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And Now… The SUNY NIST Policy Initiative
• The National Institute of Standards and Technology (NIST)  is a non-regulatory agency of the U.S. Commerce 

Department.
• The NIST 800-53 standards are a comprehensive catalogue of cybersecurity controls and implementation 

guidelines for information systems.
• The Chancellor’s Executive Leadership team has approved the adoption of policies based on the NIST 800-53 

security controls.
• These policies were adopted on 1/1/20 with an effective date of 1/1/22 to allow for a 2 year implementation 

window.

NIST the Emerging Standard Chancellor’s Initiatives Enhance Current Cybersecurity Efforts Campus Interest
Federal
• Mandated for all Federal agencies, including the 

Department of Education and Title IV/Financial 
Aid

• Will be required for the Single Audit

State 
• 800-53 satisfies all NYS ITS recommended 

security controls
• Other states governments are adopting these 

standards: TX, CA
• Major private universities are also adopting the 

standards.

Higher Ed
• Other major university systems have adopted 

the NIST Standards: UC, UT, Illinois, Wisconsin

SUNY Online
• Cybersecurity becomes more important as we 

move to a  centralized cloud-based platform. 
Having uniform policies is one way to ensure 
that this cloud-based environment is secure. 

• Including cybersecurity as part of the SUNY 
Online process is efficient and logical.

Federal Research Grants
• Satisfies mandated information security 

requirements for federal research grants

Current Cybersecurity Efforts
• Annual completion of  self-assessment questionnaire 
• Membership in the Security Operations Center (SOC)

Limitations
• The responses to the assessments are subjective; metrics 

are not strictly defined; subjective responses are not 
comparable; results do not provide reasonable assurance 
that risks are being mitigated

• Membership in the SOC is optional, and utilization of 
services is low

Benefits
• The polices provide process, structure, and well-

defined, articulated requirements.
• Standardized cybersecurity requirements will enhance 

monitoring and assessment capability

Survey Results
• 2018 campus survey indicates that campuses 

want assistance with information security policy 
development and best practices 

• Over 70% of responding campuses indicated 
this is needed or strongly needed

• Almost 70% indicated they needed or strongly 
needed help with NIST expertise.

• Just over 50% indicated a strong need or need 
for Information Security as a service
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• NIST 800-53 Low Baseline Implementation 
• SUNY has adopted 17 policies based on control families
• Implementing 115 Controls
• The controls are to be rolled out in Four 6-month long phases

• Policies are standardized for uniformity 

• Each Policy addresses Purpose, Scope, Compliance and Guidance

• Provides a framework for campuses to align their controls and advocate for resources

• Creates consistency across the System

SUNY’s NIST Framework Adoption
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115 Controls to adopt
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And more controls…
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And still more controls…
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• Seems extraordinarily daunting, BUT…

• Milestones are:
• Phase 1 – 33 Controls to be complete by July 1, 2020
• Phase 2 - 66 Controls to be complete by January 1, 2021
• Phase 3 – 92 Controls to be complete by July 1, 2021
• Phase 4 – 115 Total Controls to be complete by January 1, 2022
• That’s 4.8 Controls a month… we can swing that

• Much of what are in the policies are most likely already being done, or partially 
done, by the various IT or Business groups as standard practice. (not documented)

• AND, the Controls are already written as templates, we just need to adapt.
• Divide and conquer as a team is the best way to proceed!

System Admin’s NIST Framework Adoption
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System Admin’s NIST Framework Adoption

Server Infrastructure

Middleware

Help Desk

Desktop Support

Database

Networking

IT Security

Development

IT Leadership

Production Contral

Business Units University PoliceExecutive Leadership
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System Admin’s NIST Framework Adoption





Section to be 
completed by 
reviewers

Template language 
that may be 
tweaked. Ensure 
that actual 
procedures match 
these controls
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• Team will work independently and asynchronously in Microsoft Teams, but meet bi-
monthly to stay on track

• Before COVID we were on track for the July 2020 milestone, but there’s still time…

System Admin’s NIST Framework Adoption
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Questions?
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