Microsoft Contact Information:
kgreene@microsoft.com — Kristin Greene Client Exec

mbarbato@microsoft.com — Mike Barbato Client Technology Lead

Commvault Contact Information:
jkohler@commvault.com - Joseph Kohler

SUNY CPD Contact Information
Krista.lynch@suny.edu — Kris Lynch — Technical Programs Coordinator

Links Shared in the Chat:

Human Operated Ransomware — Microsoft Docs
Security Rapid Modernization Plan — Microsoft Docs
Backup and restore plan to protect against ransomware
2021 Microsoft Digital Defense Report

Azure Defences for Ransomware Attack

Protecting Microsoft 365 from on-premises attack

Deploy ransomware protection for your Microsoft 365 tenant

DART guide to combatting human-operated ransomware —Part 1

DART guide to combatting human-operated ransomware — Part 2
Maximize Ransomware Resiliency with Azure and Microsoft 365
Securing privileged access for hybrid and cloud deployments in Azure AD
Securing privileged access

Microsoft Security Best Practices

Microsoft Cyber Security Reference Architecture

3 steps to prevent and recover from ransomware - Microsoft Security Blog

7 ways to harden your environment against compromise - Microsoft Security Blog

Microsoft DART ransomware approach and best practices | Microsoft Docs

4 best practices to implement a comprehensive Zero Trust security approach - Microsoft Security Blog
Build a stronger cybersecurity team through diversity and training - Microsoft Security Blog

Align your security and network teams to Zero Trust security demands - Microsoft Security Blog
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https://docs.microsoft.com/en-us/security/compass/human-operated-ransomware
https://docs.microsoft.com/en-us/security/compass/security-rapid-modernization-plan
https://docs.microsoft.com/en-us/security/compass/backup-plan-to-protect-against-ransomware
https://www.microsoft.com/en-us/security/business/microsoft-digital-defense-report
https://azure.microsoft.com/en-us/resources/azure-defenses-for-ransomware-attack/
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/protect-m365-from-on-premises-attacks
https://docs.microsoft.com/en-us/microsoft-365/solutions/ransomware-protection-microsoft-365?view=o365-worldwide
https://www.microsoft.com/security/blog/2021/09/20/a-guide-to-combatting-human-operated-ransomware-part-1/
https://www.microsoft.com/security/blog/2021/09/27/a-guide-to-combatting-human-operated-ransomware-part-2/
https://azure.microsoft.com/en-us/resources/maximize-ransomware-resiliency-with-azure-and-microsoft-365/
https://docs.microsoft.com/en-us/azure/active-directory/roles/security-planning
https://docs.microsoft.com/en-us/security/compass/overview
https://docs.microsoft.com/en-us/security/compass/microsoft-security-compass-introduction
https://docs.microsoft.com/en-us/security/cybersecurity-reference-architecture/mcra
https://www.microsoft.com/security/blog/2021/09/07/3-steps-to-prevent-and-recover-from-ransomware/
https://www.microsoft.com/security/blog/2021/08/11/7-ways-to-harden-your-environment-against-compromise/
https://docs.microsoft.com/en-us/security/compass/incident-response-playbook-dart-ransomware-approach
https://www.microsoft.com/security/blog/2022/02/17/4-best-practices-to-implement-a-comprehensive-zero-trust-security-approach/
https://www.microsoft.com/security/blog/2022/01/20/build-a-stronger-cybersecurity-team-through-diversity-and-training/
https://www.microsoft.com/security/blog/2022/01/10/align-your-security-and-network-teams-to-zero-trust-security-demands/

