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140+3

Threat groups

43T¹

Analyzing
Threat signals daily

50% increase

32B¹

Blocking
email threats annually

Serving billions of global customers, 

learning and predicting what’s next

Monitoring

40+3

Nation state-groups

Investing to improve and share 

knowledge, gain insights, and 

combat cybercrime

$20B1

in the next 5 years

60%
Up to savings, on 

average, over 
multi-vendor 

security solutions

Keeping you 

secure, while 

saving you time 

and resources

Trusted globally, protecting organizations’ 

multi-Cloud and multi-platform infrastructures

customers rely on 
Microsoft for their 

multicloud, 
multiplatform 

infrastructure security

partners in security 
ecosystem

785K²15K1

Industry-leading security from Microsoft

1. Earnings Press Release, FY22 Q4. July 26, 2022, Microsoft Investor Relations

2. “Microsoft Digital Defense Report”. October 2021, Microsoft Security

3. Earnings Press Release, FY22 Q2. December 16, 2021,  Microsoft Investor Relations



Browse to

a website

Phishing

mail

Open

attachment

Click a URL 
Exploitation

& Installation
Command

& Control 

User account 

is compromised

Brute force account or use

stolen account credentials

Attacker attempts 

lateral movement 

Privileged account 

compromised

Domain

compromised

Attacker accesses 

sensitive data

Exfiltrate data

Azure AD Identity Protection
Identity protection & conditional access

Defender for Cloud Apps
Extends protection & conditional 

access to other cloud appsMicrosoft 365 Defender –End User
Defender for Office 365

Malware detection, safe links, and 

safe attachments

Defender for Endpoint
Endpoint Detection and Response (EDR)

End-point Protection (EPP)

Threat & Vulnerability Management

Web Content Filtering

Defender for Identity
Identity protection

Attacker collects

reconnaissance &

configuration data
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Azure 

Integrated threat protection for your enterprise

SIEM

Microsoft Sentinel

Microsoft 365 Defender

Email/docs Endpoints

Identities Apps

Microsoft Defender

SQL Containers

Network 

traffic IoT Apps

XDR

Microsoft Defender



Microsoft 365 A3

• Power BI Pro
• My Analytics
• Audio Conferencing
• Phone System

Microsoft 365 A5

• Azure Active Directory Premium P2
• Defender for Office 365 P2
• Defender for Endpoint P2
• Defender for Identity
• Defender for Cloud Apps (CASB)

• Information Protection and Governance
• Insider Risk Management
• eDiscovery & Audit

All Microsoft 365 A3 Features

Feature Matrix

https://m365maps.com/matrix.htm#000000000000000001001


Microsoft Defender for Cloud

Secure your critical cloud workloads running in Azure, AWS, Google, and Private Cloud (onprem)

Easy onboarding of AWS and GCP accounts and native 

support for Azure

Get a bird’s-eye view of your security posture and 

vulnerabilities across clouds with secure score

Assess and implement best practices for compliance and 

security in the cloud

Protect Amazon EKS clusters and AWS EC2 workloads

Detect and block advanced malware and threats for Linux 

and Windows servers running in the cloud or on-premises
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Security Analytics 

Platform

Enterprise Email 

Security 

Enterprise 

Detection & 

Response 

Endpoint

Security Software 

as a Service 

Unified 

Endpoint

Management 

Unstructured 

Data Security 

Platforms 

Cloud Security 

Gateways  



Defender for Server

On-prem

Azure Arc



Server Hygiene

Advanced Protection

Detection & Response

Protect Server Workloads – Key Features

Secure score Regulatory Compliance Vulnerability Assessment

*Fileless Attack Detection Export & AutomationThreat Detection (MDE)

Integrated license for Microsoft 

Defender for Endpoint

Visibility

Linux auditd ML

Adaptive 

Application Control

File Integrity 

Monitoring

Docker 

Host Hardening
*Just-in-time 

VM Access

*Adaptive 

Network Hardening

On-prem

Azure Arc



Pricing



Feature comparison
Defender for 

Endpoint-

Servers ($5)

Defender for 

Servers P1 

($5)

Defender for 

Servers P2 

($15)

Hardening recommendations

Asset discovery

Vulnerability assessment using Microsoft Threat & Vulnerability Management

Attack surface reduction

Next generation antivirus protection

Endpoint detection & response

Automated self-healing

Log-analytics (500MB free)

Regulatory compliance assessment

Vulnerability assessment using Qualys

Network layer threat detection

Adaptive application controls

File integrity monitoring

Just-in-time VM access for management ports

Adaptive network hardening

Microsoft Defender 

for Endpoint



SUNY Negotiated Pricing

Microsoft Defender for Endpoint (MDE)  Client-Side Per user Per Month every user has 5 devices included.   

MDE P2 List Price $2.65

MDE P2 Discount Percentage 25%

MDE P2 Price After Discount $2.00

MDES P2  List Price $5.00

MDES P2  Discount Percentage 25%

MDES P2  Price After Discount $3.75

Microsoft Defender for Endpoint Server (MDES) Per Month Per OSE (Operating System Environment) 

Microsoft Defender for Servers (DfS) Part of Microsoft Defender for Cloud Per Server

DfS P1 List Price $5.00

DfS P1 Discount Percentage 25%

DfS P1 Price After Discount $3.75

DfS P2 List Price $15.00

DfS P2 Discount Percentage 50%

DfS P2 Price After Discount $7.50

M365 A5 per EQU Per Month

List price $8.76

Discounted price $7.65

M365 A5 Security* per EQU per Month

List Price $3.30

Discounted Price $2.35

*Step up from M365 A3
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Server Hygiene

Hygiene and Visbility

Secure score Regulatory Compliance Vulnerability Assessment

Integrated license for Microsoft 

Defender for Endpoint

Visibility

On-prem

Azure Arc
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Azure 

Security posture management 
with Secure Score

Gain instant insight into the security state of 

your cloud workloads

Address security vulnerabilities with 

prioritized recommendations 

Improve your Secure Score and overall security 

posture in minutes

Speed up regulatory compliance

Granular control of Secure Score

Compute AppNetworkAccess SQL server

Evaluated Categories

Secure Score Impact

50%
Secure
Score

+2% +2%+3%+7% +1%
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Azure 

Inventory View
Improved visibility across the entire estate

Single view of all monitored resources

Easy filtering, sorting and cross-referencing experience 

Continue exploration in Azure Resource Graph & 

export to CSV

Management of resources

Review applications and software installed on your 

machines (integration with MDE)
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Azure 

Regulatory Compliance

Demonstrate compliance status, based on 

continuous assessments of Azure and Hybrid 

resources

Monitor AWS and GCP resources with 

multi-cloud support

Azure Security Benchmark monitoring enabled 

by default, fully aligned with Secure Score

Support common industry standards, as well as 

custom initiatives based on Azure Policy

Overview of compliance status and report download
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Azure 

Vulnerability Assessment
Available as part of Microsoft Defender for Servers

Automated deployment of the 

vulnerability scanner

Continuously scans installed applications 

to find vulnerabilities for Linux & 

Windows VMs

Visibility to the vulnerability findings in 

Security Center portal and APIs

Powered by Qualys or Microsoft 

Defender for Endpoint

Bring your own license (BYOL) solutions for 

(Qualys or Rapid 7)



Advanced Protection

Advanced Protection

Integrated license for Microsoft 

Defender for Endpoint

Adaptive 

Application Control

File Integrity 

Monitoring

Docker 

Host Hardening
*Just-in-time 

VM Access

*Adaptive 

Network Hardening

On-prem

Azure Arc



Adaptive Application Controls

• Identify potential malware, even 

any that might be missed by 

antimalware solutions

• Improve compliance with local 

security policies that dictate the 

use of only licensed software

• Identify outdated or 

unsupported versions of 

applications

• Identify software that's banned 

by your organization 

• Increase oversight of apps that 

access sensitive data



Just in Time Virtual Machine Access
Azure Virtual Machines Only

• Lock down the inbound traffic to 

your VMs, reducing exposure to 

attacks while providing easy 

access to connect to VMs when 

needed

• Provide Just in Time Access to 

RDP and SSH

• Security Center configures the 

NSGs and Azure Firewall to 

allow inbound traffic to the 

selected ports from the relevant 

IP address (or range)



Adaptive Network Hardening
Azure Virtual Machines Only

• Provides recommendations to 

further harden the NSG rules

• Uses machine learning that 

factors in actual traffic, known 

trusted configuration, threat 

intelligence, and other indicators 

of compromise



File integrity monitoring

• Examines files and registries 
of the operating system, 
application software, and 
others for changes that 
might indicate an attack

• Validates the integrity of 
Windows files, Windows 
registry, and Linux files.

• Select the files that you want 
to be monitored by enabling 
File Integration Monitoring 
(FIM)



Docker Host Hardening

• Identifies unmanaged 
containers hosted on IaaS 
Linux VMs, or other Linux 
machines running Docker 
containers

• Continuously assesses the 
configurations of containers

• Generates security 
recommendations based on 
vulnerabilities and the CIS 
benchmark



Detection & Response

Detection and Response

Fileless Attack Detection Export & AutomationThreat Detection (MDE)

Integrated license for Microsoft 

Defender for Endpoint

Linux auditd ML

On-prem

Azure Arc
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Azure 

Fileless Attack Detection
Complement EDR with increased detection coverage



©Microsoft Corporation

Azure 

Linux auditd
Detect MITRE Attacks across servers
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Azure 

Reporting and Exporting
Create rich, interactive reports of Security Center data

Generate Threat Intelligence Reports

Export Alerts and Recommendations

• SIEM, SOAR, ITSM

• Log Analytics

• CSV

Workbooks to Analyze:

• Secure Score

• Vulnerabilities

• Compliance

• System Updates

• Recommendations



©Microsoft Corporation

Azure 

Automation and Response
Complement EDR and provides increased detection coverage

Logic Apps provide an open ecosystem 

and flexible automation engine

Take action on Security Center 

Recommendations

Take action on Security Center Alerts

Take action on Security Center 

regulatory compliance assessment



Azure Policy Reference – By Name
 Vulnerability Assessment Agent

 [Preview]: Configure machines to receive a vulnerability assessment provider

 Above Policy currently doesn’t support vm scale sets

 Microsoft Dependency Agent

 Deploy Dependency agent for Linux virtual machines

 Deploy - Configure Dependency agent to be enabled on Windows virtual machines

 Configure Dependency agent on Azure Arc enabled Windows servers

 Configure Dependency agent on Azure Arc enabled Linux servers

 Deploy - Configure Dependency agent to be enabled on Windows virtual machine scale sets

 Deploy Dependency agent for Linux virtual machine scale sets

 Guest Configuration Agent

 Deploy the Linux Guest Configuration extension to enable Guest Configuration assignments on Linux VMs

 Deploy the Windows Guest Configuration extension to enable Guest Configuration assignments on Windows VMs

 [Preview]: Configure supported Linux virtual machine scale sets to automatically install the Guest Attestation extension

 [Preview]: Configure supported Windows virtual machine scale sets to automatically install the Guest Attestation extension

 [Preview]: Configure system-assigned managed identity to enable Azure Monitor assignments on VMs

 No out of the box policies for ARC

 Log Analytics Agent

 Deploy Log Analytics extension for Linux VMs

 Deploy - Configure Log Analytics extension to be enabled on Windows virtual machines

 Deploy - Configure Log Analytics extension to be enabled on Windows virtual machine scale sets

 Deploy Log Analytics extension for Linux virtual machine scale sets

 Configure Log Analytics extension on Azure Arc enabled Linux servers

 Configure Log Analytics extension on Azure Arc enabled Windows servers

 Log Analytics Workspace Settings

 Enable Security Center's auto provisioning of the Log Analytics agent on your subscriptions with custom workspace

 Enable Security Center's auto provisioning of the Log Analytics agent on your subscriptions with default workspace

 Enable Defender for Servers Plan

 Configure Microsoft Defender for servers to be enabled

 No out of the box policies for enabling on the workspace

https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F13ce0167-8ca6-4048-8e6b-f996402e3c1b
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F4da21710-ce6f-4e06-8cdb-5cc4c93ffbee
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F1c210e94-a481-4beb-95fa-1571b434fb04
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F91cb9edd-cd92-4d2f-b2f2-bdd8d065a3d4
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2Fdeacecc0-9f84-44d2-bb82-46f32d766d43
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F3be22e3b-d919-47aa-805e-8985dbeb0ad9
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F765266ab-e40e-4c61-bcb2-5a5275d0b7c0
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F331e8ea8-378a-410f-a2e5-ae22f38bb0da
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F385f5831-96d4-41db-9a3c-cd3af78aaae6
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F57c2e3f0-98cf-4c3b-aa6b-e8f70726e74e
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2Fc9b2ae08-09e2-4f0e-bb43-b60bf0135bdf
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F17b3de92-f710-4cf4-aa55-0e7859f1ed7b
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F053d3325-282c-4e5c-b944-24faffd30d77
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F0868462e-646c-4fe3-9ced-a733534b6a2c
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F3c1b3629-c8f8-4bf6-862c-037cb9094038
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F5ee9e9ed-0b42-41b7-8c9c-3cfb2fbe2069
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F9d2b61b4-1d14-4a63-be30-d4498e7ad2cf
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F69af7d4a-7b18-4044-93a9-2651498ef203
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F8e7da0a5-0a0e-4bbc-bfc0-7773c018b616
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F6df2fee6-a9ed-4fef-bced-e13be1b25f1c
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F8e86a5b6-b9bd-49d1-8e21-4bb8a0862222


Azure Policy Reference – Out of the Box Policies

Linux Windows Linux VMSS Windows VMSS Linux Arc Windows Arc

Log Analytics Deploy Policy Deploy Policy Deploy Policy Deploy Policy Deploy Policy Deploy Policy

Dependency Agent Deploy Policy Deploy Policy Deploy Policy Deploy Policy Deploy Policy Deploy Policy

Guest Configuration Deploy Policy Deploy Policy Deploy Policy Deploy Policy

System Assigned 

Identity
Deploy Policy

Vulnerability Agent Deploy Policy

* Vulnerability Agent: Depends on your deployment, Assumes Integrated Qualys or Defender for Endpoint

* System Assigned Identity: A system Managed Identity is required for the Guest Configuration Agent

* Arc Agent must be manually installed on non-Azure machines first

Agent Policies

Defender for Servers Enablement Policies

Subscription Log Analytics Workspace

Enable Defender for Servers Deploy Policy

Configure Security Events

https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F053d3325-282c-4e5c-b944-24faffd30d77
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F0868462e-646c-4fe3-9ced-a733534b6a2c
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F5ee9e9ed-0b42-41b7-8c9c-3cfb2fbe2069
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F3c1b3629-c8f8-4bf6-862c-037cb9094038
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F9d2b61b4-1d14-4a63-be30-d4498e7ad2cf
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F69af7d4a-7b18-4044-93a9-2651498ef203
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F4da21710-ce6f-4e06-8cdb-5cc4c93ffbee
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F3be22e3b-d919-47aa-805e-8985dbeb0ad9
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F765266ab-e40e-4c61-bcb2-5a5275d0b7c0
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F91cb9edd-cd92-4d2f-b2f2-bdd8d065a3d4
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2Fdeacecc0-9f84-44d2-bb82-46f32d766d43
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F91cb9edd-cd92-4d2f-b2f2-bdd8d065a3d4
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F331e8ea8-378a-410f-a2e5-ae22f38bb0da
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F385f5831-96d4-41db-9a3c-cd3af78aaae6
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F57c2e3f0-98cf-4c3b-aa6b-e8f70726e74e
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2Fc9b2ae08-09e2-4f0e-bb43-b60bf0135bdf
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F17b3de92-f710-4cf4-aa55-0e7859f1ed7b
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F13ce0167-8ca6-4048-8e6b-f996402e3c1b
https://portal.azure.com/#blade/Microsoft_Azure_Policy/PolicyDetailBlade/definitionId/%2Fproviders%2FMicrosoft.Authorization%2FpolicyDefinitions%2F8e86a5b6-b9bd-49d1-8e21-4bb8a0862222


References

Adoption and Deployment

 Microsoft Defender for Cloud PoC Series - Defender for Servers - Microsoft Tech Community

 Microsoft Defender for Cloud — Price Estimation Dashboard

Features and FAQ

 Microsoft Defender for servers - the benefits and features | Microsoft Docs

 Defender for Cloud FAQ - data collection and agents | Microsoft Docs

 Defender for Cloud FAQ - questions about existing Log Analytics agents | Microsoft Docs

 Release notes for Defender for Cloud | Microsoft Docs

https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/microsoft-defender-for-cloud-poc-series-defender-for-servers/ba-p/2767508
https://github.com/Azure/Microsoft-Defender-for-Cloud/tree/main/Workbooks/Microsoft%20Defender%20for%20Cloud%20Price%20Estimation
https://docs.microsoft.com/en-us/azure/security-center/defender-for-servers-introduction
https://docs.microsoft.com/en-us/azure/security-center/faq-data-collection-agents#what-is-the-log-analytics-agent-
https://docs.microsoft.com/en-us/azure/security-center/faq-azure-monitor-logs
https://docs.microsoft.com/en-us/azure/security-center/release-notes
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